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Dear Mark, 

Security experts are advocating multi factor 

authentication before granting users access to private 

resources. In layman's terms, a simple username and 

password, which is usually easy to crack, will not be 

enough to let you use your bank's web site or buy a 

book.  
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What You Are 
 

We all possess traits that are exclusive to 

us. This includes fingerprints, voice 

fluctuations and iris patterns. Some 

institutions require this information for 

granting anyone access. Some security 

offices mandate staff to press a fingerprint 

reader so that the reader can compare 

that fingerprint to one on file and 

determine if that person should be granted access. This 

is "what you are" and merely one factor of multi factor 

authentication.  

 

 

What You Know 
 

We all use a web site somewhere that asks us for a 

username and password. The password is something we 

Opening Notes 

 

By the time you get this, 

I will be attending the 

SMBNation conference at 

Microsoft World 

Domination 

Headquarters, near 

Seattle. I will leave you 

with this, for now...  

Over the next few years, 

we can expect to see 

institutions challenge us 

based on what we are, 

what we know and what 

we have, when we try 

accessing any private 
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know. This was once considered secure, but with people 

choosing easy to guess/crack passwords and password 

crackers that can crack an 8-character password in 

under 60 seconds, this is no longer viewed as secure. 

This is "what you know" and merely one factor of multi 

factor authentication.  

 

 

What You Have 
 

Some institutions require users to carry smart cards or 

tokens with information synchronized to a central server. 

I've carried smart cards that granted me access into a 

building and only specific rooms. Some ATM cards work 

this way. You walk up to the ATM building, flash the ATM 

card to a card reader and then gain access. This is "what 

you have" and merely one factor of multi factor 

authentication.  

 

 

We Need Multi Factor Authentication 
 

One exclusive factor is insufficient. Fingerprints can be 

copied. Passwords can be cracked. ATM cards can be 

stolen. A stronger approach is to require more than one 

criteria. I've seen realtors use web sites that require a 

username, password and 6-digit code from an RSA 

token. I am also forecasting we will see more institutions 

requiring multi factor authentication. One exclusive 

factor is insufficient.  

 

 

Microsoft Small Business Specialist 
 

 

Some have asked what the blue 

rectangle means. That is the 

Microsoft Small Business 

Specialist logo. The knowledge I gained while pursuing 

this certification helps me keep businesses like yours in 

business. Software doesn't exist for software's sake. 

Rather, software is a tool that businesses use to help 

themselves run more efficiently.  

Read on...
 

information.  

Take for example, your 

bank's web site. Most 

web sites simply ask for 

an account number and 

password. This would be 

"what we know." This is 

one factor of multi factor 

authentication. I will 

discuss all three factors in 

this newsletter.  

For more...  

 

 

 

Quick Links...  

CompTIA Security+  

Microsoft Small Business 
Specialist  

Watchguard Partner  

More More More  

Build A Solid Foundation  

Newsletter Archive  

 

 

 

 

 

 

Join our mailing list! 

[          ][Join] 

 

email: mag@cameronparkcomputer.com  

phone: 530-677-8864  

web: http://www.cameronparkcomputer.com  
 

  

 

Forward email 

 
This email was sent to mag@cameronparkcomputer.com, by 
mag@cameronparkcomputer.com 
Update Profile/Email Address | Instant removal with SafeUnsubscribe™ | Privacy Policy. 

Email Marketing by 

 

 
Cameron Park Computer Services | 3450 Palmer Drive | Suite 4-286 | Cameron Park | CA | 95682-8274  

 



3

 


