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Mark Anthony Germanos

From: Mark Anthony Germanos [mag@cameronparkcomputer.com]
Sent: Saturday, June 30, 2007 10:59 AM
To: mag@cameronparkcomputer.com
Subject: How to avoid getting phished

You are receiving this email from Cameron Park Computer Services because you purchased a product/service or 
subscribed on our website. To ensure that you continue to receive emails from us, add 
mag@cameronparkcomputer.com to your address book today. If you haven't done so already, click to confirm your 
interest in receiving email campaigns from us.  
  
You may unsubscribe if you no longer wish to receive our emails. 
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Dear Mark, 

I'm sure we've all seen phishing attempts in our IN 

Boxes. Both eBay and PayPal are popular targets for 

phishers. Those attempting to phish a) create fraudulent 

(spoofed) web sites, b) send SPAM convincing people to 

visit these web sites and type their personal information 

and c) use that personal information to commit fraud.  

in this issue 
 

 

•  Opening Notes  
•  How to recognize spoofed Web sites  
•  Phishing is on the rise  
•  CompTIA Security+  

 

 

How to recognize spoofed Web sites 
 

After convincing a computer user to click a link in a phish 

e-mail, the user ends up at a spoofed web site. A 
spoofed web site is basically a copycat.  

Microsoft says: "Spoofing attacks are commonly used in 

conjunction with phishing scams. The spoofed site is 

usually designed to look like the legitimate site, 

sometimes using components from the legitimate site. 

The best way to verify whether you are at a spoofed site 

is to verify the certificate."  

A certificate verifies that a site you are visiting is that 

actual site and not a copycat. By verifying you are at a 

legitimate site, you can feel safe in typing any personal 
information.  

Fore more info, see...
 

Opening Notes 

 

I am devoting this issue 

to phishing and how to 
avoid getting phished.  

According to 

Wikipedia.com, phishing 

is... "a criminal activity 

using social engineering 

techniques. Phishers 

attempt to fraudulently 

acquire sensitive 

information, such as 

usernames, passwords 

and credit card details, by 

masquerading as a 

trustworthy entity in an 

electronic 
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Phishing is on the rise 
 

 

Since the investment is relatively cheap 

and the returns are almost infinite, 
phishing and spoofing are on the rise.  

According to a report by the Anti-Phishing Working 

Group, the number of recorded phishing sites nearly 

tripled between March and April of 2007.  

Phishers try luring us to these sites through SPAM and 

chat. I've seen an increased flow of SPAM alleging to be 

from PayPal or eBay warning that...account credentials 

are about to expire and you must click a link to keep the 

account active. Unfortunately, that link actually takes 

you to the spoofed web site. Do not fall for this trap. Do 

not click links in e-mail. Implement aggressive, 

business-class SPAM filters to keep phishing e-mail away 

from network users' IN Boxes.  

Fore more info, see...
 

 

CompTIA Security+ 
 

 

If you've 

visited my web 

site lately, you've probably noticed a new logo at the 

bottom. This is the CompTIA Security+ certification, 
which I achieved in early January.  

CompTIA Security+ validates knowledge of 

communication security, infrastructure security, 

cryptography, operational security, and general security 

concepts. It is an international, vendor-neutral 

certification.  

In layman's terms, this knowledge helps me identify 

when somebody is trying to break into your network, 

view network traffic or crack passwords. It helps me 
keep your business in business.  

Fore more info, see...
 

communication.... 

Phishing is typically 

carried out by e-mail or 

instant messaging, and 

often directs users to give 

details at a website."  

Phishing is on the rise 

and easier than ever. I 

will discuss ways to avoid 

getting phished in this 

newsletter.  

For more info, see...  

 

 

 

Quick Links...  

Newsletter Archive  

Microsoft Small Business 
Specialist  

Watchguard Partner  

More More More  

Build A Solid Foundation  

 

 

 

 

 

 
Join our mailing list! 

[          ][Join] 

 

email: mag@cameronparkcomputer.com  

phone: 530-677-8864  

web: http://www.cameronparkcomputer.com  
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